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Abstract

Prompt injection has been characterized by OWASP as one of the most critical vulnerabilities in LLM-
based applications [4]. Traditionally, it has been considered in the context of jailbreaking or generating
offensive content. However, with the evolution of LLMs from simple chatbots to more intelligent agents
that can execute API calls, interact with databases, or even execute shell commands [2, 5], the threat
model associated with this type of vulnerability is entirely different. This shift means that prompt
injection can now lead to unauthorized actions such as data exfiltration, system compromise, or lateral
movement within networks, making it a more severe security threat [3]. This paper presents a hew
model, which we term the "Injection-to-Compromise™ (ItC) model, for characterizing the potential of
prompt injection attacks as a type of initial vector in a complex cyberattack model [4]. This model
categorizes injection techniques based on their potential for post-exploitation activities and maps
them to the privileges of the integrated systems [4]. By synthesizing the research associated with the
OWASP Top 10 vulnerabilities for LLMs, IBM's research on the risks associated with prompt injection
attacks, and the systematic research on LLMs in the context of cybersecurity applications [1], we have
developed a new model that characterizes the potential for post-exploitation activities associated with
different injection techniques [4]. This paper has found that there is a clear distinction between direct
injections that can execute arbitrary commands with authorization privileges and indirect injections that
can be embedded in different sources such as emails or webpage content for the purpose of executing a
type of "worm"-type attack [4]. This distinction is crucial because direct injections typically require user
interaction, whereas indirect injections can automatically trigger malicious actions when the LLM
processes contaminated data, potentially spreading like a worm across connected systems [4]. This paper
has found that the potential for a prompt injection attack is directly related to the privileges associated
with the controlling application rather than the LLM model [1]. A defense-in-depth model is presented
that characterizes the potential for mitigating this type of vulnerability through the use of the least
privilege model, API control, and separation of instructions and data [4].
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