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Introduction. Information security in public services is a crucial issue in the digital era,
especially in the management of national data that includes personal information of the population
[1]. Indonesia faces great challenges in integrating national data due to the administrative system that
is still scattered across various government agencies and public service facilities.

As a country that has advanced in the field of information security, Russia has implemented
Gosuslugi, an integrated digital public service platform and as primary e-government portal with a
high security system [2]. With this approach, population data is stored in one centrally managed
system, enabling more efficient and secure data utilization. This study aims to analyze the challenges
Indonesia faces in integrating national data and compare it with Russia's success in implementing a
structured system such as Gosuslugi.

Main part. One of the main challenges in national data integration in Indonesia is the
fragmentation of data storage systems across different government agencies and public services.
These data silos cause inefficiencies in coordination and increase the risk of leakage due to the lack
of unified security standards. In addition, uneven digital infrastructure and weak personal data
protection regulations are major obstacles in building a secure and integrated administrative system.
Underinvestment in cybersecurity technology also exacerbates the situation, leaving many
institutions vulnerable to increasingly complex cyber threats.

In 2024, Indonesia experienced several major cyberattacks targeting government institutions
and public services. The types of cybercrime that often occur in Indonesia include malware, phishing,
DDoS, cyberstalking, fake identity, cyberbullying, and others [3]. One of the most significant cases
is the attack on the national data center which resulted in service disruptions in various agencies. In
addition, the attack on the Directorate General of Taxes resulted in data leaks of millions of
individuals, including information on high-ranking state officials. Another incident involved the
election commission's system, which suffered a DDoS attack during the election. This series of
incidents shows that there are security gaps in Indonesia's digital administration system that must be
fixed immediately. Cyberattacks can create vulnerabilities in critical infrastructure such as financial,
health, and energy systems [4].

In comparison, Russia through Gosuslugi has successfully created an integrated public service
system with high security. Citizen data is stored in one central system with strict access control, high-
level encryption, and multi-factor authentication [2]. This approach enables efficiency in
administration while ensuring maximum protection of citizens' personal data. Gosuslugi's success
shows that secure national data integration can be achieved through careful planning, strict regulation,
and investment in information security technology.

Conclusion. Based on the analysis conducted, it can be concluded that Indonesia faces major
challenges in national data integration due to fragmented systems, weak data protection regulations,
and lack of investment in cybersecurity. The cyberattacks that occurred in 2024 further emphasized
the need for reform in national data management. In Russia, Gosuslugi has proven that a structured
administrative system can improve the efficiency of public services while ensuring information
security. Indonesia can learn from this model by strengthening data protection regulations, improving



digital infrastructure, and implementing an integrated system to minimise the risk of personal
information leakage.
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